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J The purpose of the Long Term Care Facility
Enrollment Guide is to assist facilities with
enrolling into NHSN.

LTC ) Before a facility can report into the Long

Term Care Component, facility enroliment
Component into NHSN must occur.

_l Please note, the 5-step enrollment process
should be followed carefully to ensure
successful enrollment. I

’

o



Items Needed for Enrolilment

1 Internet Connection (Recommend using the most up-to-date browser -
Microsoft Edge or Chrome)

1 Identify an NHSN Facility or Group Administrator — This designated person will
be the point of contact for receiving information from NHSN and other
functions within the application.

- CCN - CMS Certification Number or CDC Registration ID (contact
NHSN@cdc.gov)
— CCN Look up Tool https://qcor.cms.gov/advanced find provider.jsp?which=0



https://qcor.cms.gov/main.jsp

Facilities Eligible for Enrolling in NHSN LTC Component

1 Certified skilled nursing facilities (SNF) and nursing homes (NH)
- Intermediate Care Facilities for Individuals with Intellectual Disabilities
1 Assisted living facilities (ALF) and residential care facilities

- State Veterans Home (SNF/ALF)



Who should enroll a Facility into NHSN?

) The NHSN Facility Administrator must be identified to enroll the LTC Facility into NHSN
(YOU)

Note: The NHSN Facility Administrator may not necessarily be the Administrator at your facility

The NHSN Facility Administrator:
— Manages users and user rights
— Can add, edit & delete facility data
— Authority to nominate groups (data sharing arrangements)
— An NHSN Facility Administrator will have this role for all components within NHSN
— May serve multiple roles (NHSN Contact Person and NHSN User)

Only the NHSN Facility Administrator can reassign their role to another user. Click link:
https://www.cdc.gov/nhsn/facadmin/index.html to reassign NHSN Fac Admin. We STRONGLY encourage
facilities to have at least one other person trained on the NHSN enroliment/data submission process.



https://www.cdc.gov/nhsn/facadmin/index.html

Other Key Personnel Roles for NHSN LTC Reporting

(J NHSN LTCF Contact Person
— Serves as the main point of contact for CDC and the facility
— Is often the same person as the NHSN Facility Administrator

L1 NHSN User
— Rights are determined by NHSN Facility Administrator
* View data
* Dataentry
e Data analysis
— May be given NHSN administrative rights

e This gives the new user the right to view, enter, and analyze data, but
also to add locations, surgeons, and other users.

— One person may hold multiple roles



NHSN LTC Enrollment
New Facility Only



NHSN LTC Enrolilment Page

Review the LTCF Enrollment
page to access helpful
resources for NHSN enrollment
and set-up

NHSH Loghn 5-Step Enrollment for Long-term Care Facilities
About NHSN + n u
Enrodl Here -
Note: Once your facility is enralled in NHSN, add additsonal reparti 5ing your manthly reporting plan or activating 4 new compansnt

‘within the NHSN application. Yo da nat need to ne-enrall for sach type of event reportid

Enrollment for Ambulatory +
Surgery Centers

Acute Care
Hospitals/Facilities

Print and follew LTCF detailed checklist S [POF - 207 wilj b d #ffich

Enrollment for Long-term *
Acuta Care Complete e o of thi Long-term Care Facility Comoonent July 201
Hespitals/Facilities -omplite required trainings: Dvervievi of ang-term Care Facility Com nt July 204
Ensoliment: Gebting Access to NHSN for wour LTCF %) [PDF - 10 MB). Nobe: The Enrollment training is a useful guide

through the enroliment process.

Enrallment for Inpatient +
Rehabilitation Facilities

_ﬁ Complete the Eacility Contact foem 5 [POF - 43 KB] and Azl Facility Survey for LTCE 5 [PDF - 56 kD)

Enroliment for Inpatient +

Pychintric Facilities These ferms will assist with collecting the that will ded el | versiens in Steps 2 and 4. Do nat
subimit these i o NHSN. Detalled for A I Facility Survey far LTCF are located in the Talie of Ingtructions -
Annugl Facilty Survey tor LTCE % [POF - 405K] document

Satoip Chick d [ settings (see detadled checklist 5 [POF - 209 KA}

Erwoliment for Cutpatient > For det. download the MHSN Facility Adminktrator Encoliment Guide March 2018 T [POF - 797K] . Mote: This guide is

Dralysis Facibities not specific to Lorg: Term Care Facilities.

Enwoliment for Home P 1- 3 howrs, 15

Dralysis Facilities

FACs About Ensollment

Materials for Enrolled +
Facilities

or Facility

2015 Rebaseline
N \f10r cdoctronically agrecing ta the Bules of Behavior. vou will b taken T a screen to register vour facility. The Facility registration
Group Lisers i Iy coll Facilsty Cantact form in Step 1
Analysis Resources + Time to complete step 2 10 minutes
Annusl Reports
CMS Requirements + N
After yous will ls Welcome to NHSN"

National Guality Farum arrives from NHSN immediately and Invitation to Register”
[NCHF) arrivies from SAMS-na-rephy within 24 hours

Newsletters J
E-mall Updates . -
R with SAMS
Drata Validstion Guidance
From the ‘Invitation to Register’ email log in ta SAMS with your username (ie. email sddress) and temporary password provided
HIPAA Privacy Rule ¥ Aceept the SAMS Rules of Behavior he coline

w Gat Email Updat Y Celling Secure Access to NHSN for LTCF Users " [POF - 2M) August 2016

Time to complate stop - 15 minutes


https://www.cdc.gov/nhsn/ltc/enroll.html

STEP 1:

Computer Preparation

Enrollment Prepare your computer to interact with NHSN
Preparation




Step 1 - Enrollment Preparation

Prepare your computer to interact with NHSN

- You may need to change your email and internet security settings to receive
communications from NHSN during the enrollment process

- Change spam-blocker settings to allow all email from:
— nhsn@cdc.gov and SAMS-NO-REPLY@cdc.gov

) Please use the supported browsers: Microsoft Edge or Google Chrome

2 Add https://*.cdc.gov and https://*.verisign.com to trusted sites list and allow
pop-ups
1 These changes may require assistance from your IT manager or department

*For information regarding System requirements visit FAQs About NHSN | NHSN | CDC
eSS Y


mailto:nhsn@cdc.gov
mailto:SAMS-NO-REPLY@cdc.gov
https://www.cdc.gov/nhsn/faqs/faq_general.html

Step 1 — Enrollment Preparation, continued

@ *NHSN provides support for multiple web browsers such as Chrome, Microsoft Edge and etc.

®

1. Change spam-blocker settings to allow all email from: ! S&
nhsn@cdc.gov and SAMS-NO-REPLY@cdc.gov 1

i\s

For example:

a. In Microsoft Edge, click the ?

“More” button = inthe top B

right on the menu bar. 3

b. Click “Settings” =

©

Q)

Aﬁ

€3

New tab

New window

New InPrivate window

Zoom

Favorites
Collections
History
Downloads
Apps

Extensions

Print

Web capture

@

Find on page
Read aloud

More tools

Settings

Ctrl+T
Ctrl+N

Ctrl+Shift+N

— 100% +
Ctrl+Shift+O
Ctrl+Shift+Y
Ctrl+H

Ctrl+)

Ctrl+P

Ctrl+Shift+S

Ctri+F

Ctrl+Shift+U

¢

F 4
X/r
-

E_

vorites



mailto:nhsn@cdc.gov
mailto:SAMS-NO-REPLY@cdc.gov

Step 1 — Enrollment Preparation, continued

) Your browser is managed by your organization

SEttings All -pcrmhfioljs
c. Select “Cookies and site permissions” Q. sewen et S o
. ] . @ Profiles et
d. Under “Site Permissions” scroll down ) oo s I
to “All Permissions” tab, select b B

{d  Micraphone
(= Share, copy and paste | |J

“Pop-ups and redirects” NG cocis s psriions

G Default browser [} Notifications

ﬁ Downloads
(%Ql Family [ JavaScript

A Languages

& Printers @ Images
O System
O Reset settings [7 Pop-ups and redirects

N —

[J Phone and other devices




Step 1 — Enrollment Preparation, continued

On “Pop-ups and redirects” screen,
scroll down the “Allow” tab.

Click “Add”

Type in email address” nhsn@cdc.gov

< Site permissions / Pop-ups and redirects

Block (recommen: ded)

Block

and sams-no-reply@cdc.gov

*add one address at a time

Click “Add”

Allow

Add a site

Site

nhsn@cdc.gov

-



mailto:nhsn@cdc.gov
mailto:sams-no-reply@cdc.gov

Step 1 — Enrollment Preparation, continued

Once you have completed entering both email addresses,
you will see each address listed under the “Allow” tab.

Allow Add

[ nhsn%40cdc.gov ‘ f




Step 1 — Enrollment Preparation, continued

Add https://*.cdc.gov to trusted sites list and allow pop-ups

All Control Panel Items

a) Open the CO ntrOI Panel ™ » Control Panel » All Control Panel ltems v
b) Select “Internet Options” icon Adjust your computer's settings

c) Inthe Internet Properties window, N \_[

click the “Privacy” tab
d) Click the “Sites” button

Kevhaard m Mail (Microsnft Outloalk)

‘1 Internet Properties ? e

=
Genera'ﬁTEnt Connections Programs Advanced
Settings
e ——
(st 1) Advancd




Step 1 — Enrollment Preparation, continued

1 On the “Managed Sites” screen:
a.

Type in website address:
https://*.cdc.gov

Click “Allow”
Click “OK”

€ Per Site Privacy Actions X

Manage Sites

«_E_\ You can specify which websites

== regardless of their privacy polic’ Enter web

Type the exact address of the website. ~ address and then click Allow or
Block.

r allowed to use cookies,

To remove a site from the list of manage e name of the website
and click the Remove button.

Address of website:
‘https:ﬂ".k:dc.gov ‘ | Block

| |
= Allow

Managed websites:

Domain Setting Remove
cde.gov Always Allow

Remove all




Step 1 — Enrollment Preparation, continued

1 Allow pop-ups on the “Privacy” tab

€ Internet Properties ? X
H o H )
a) Click on Prlvacy tab General Privacy Content Connections Programs Advanced
b) Click on “Settings” N T o ™ L ™ O 4

b

Pop-up Blocker

+/| Turn on Pop- | r — - .
urn on Pop-up Blocke | " @
TnPrivate —




Step 1 — Enroliment Preparation,

c. Type in website address:
https://*.cdc.gov

d. Click on “Add”
e. Click on “Close”

continued

9 Pop-up Blocker Settings X

Exceptions

Pop-ups are currently blocked. You can allow pop-ups from specific

websites by adding the site to the list below. /
Address of website to allow: /..—.’\
|https:.'f'.cdc_gov| | Add
Allowed sites:
Remaove
Remove all...

Notifications and blocking level:
Play a sound when a pop-up is blocked.
Show Notification bar when a pop-up is blocked.
Blocking level:
Medium: Block most automatic pop-ups b

= Close )

Learn more about Pop-up Blocker




STEP 2:

Read and Agree to the NHSN Rules of Behavior
to register your facility with NHSN

Register
Facility
(NHSN)




What is NHSN?

) The National Healthcare Safety Network (NHSN) is a secure, internet-based surveillance
system managed by the Centers for Disease Control and Prevention that is open to a
variety of healthcare facilities in the United States. It enables these facilities to collect,
analyze, summarize, and provide data needed to identify problem areas, measure
progress of prevention efforts, and ultimately eliminate healthcare-associated infections.



Step 2 — Register Facility with NHSN
Read and Agree to the NHSN Facility/Group Administrator Rules of Behavior

Facility/Group Administrator Rules of Behavior

M| Th € person Wh owi I I serve ast h e NHSN In order to participate in the NHSN . you must read and agree to abide by the following rules of

behavior for safeguarding the system’s secunty. Scroll through the document below and click on

Fa C| I |ty Ad m | n |St ratO rmu St access an d Agree or Do Not Agree button. To print a copy of the rules, click on the Print button.

ors National Hoalthcare Safety Network (NHSN). 2 surveillance system of the Centers for Disease  *
read the NHSN Facility/Group Corkl smd Py (OGS Shows petceing oo ez b e

and worker vace

Administrator Rules of Behavior from e e iay mo redmi=d dats reports sbout

and

https://nhsn.cdc.gov/RegistrationForm/index NHSN processes and siores a variet ofsensive data inai are prowded by neathcare
modification based on integrity, and ility req nts. These
of Behaviora€ apply to all users of the NHSN web-based computer system.

. that i users are the foundation
1 After clicking Agree, you will be guided m
. . Agree ] Do Not
to the NHSN Registration page. __

siminal investigations. Access or e o flﬂusys! m-m umor =e-
~ torms. (Title 18, US.C)

W

https://nhsn.cdc.gov/ReqistrationForm/index



https://nhsn.cdc.gov/RegistrationForm/index

Step 2 — Register Facility with NHSN
Complete NHSN Registration

@ The same email address must be used for
all enrollment steps.

0 Be sure to enter your email address
correctly, as all subsequent emails will
come to this email address.

National Healthcare Safety Network (NHSN)

NHSN Home Page > NHSN Reqistration

4back to NHSN Enroliment Requirements

Registration Form

Please enter the values for the fields listed below and click on the Submit button. (*)
indicates a required field. For additional information on NHSN Training, please vsitthe
NHSN Training Website.

*Firstname:

*Lastname:

Middle name:

——Personal Inform ation: ‘

I *Email address: I




Step 2 — Register Facility with NHSN
Complete NHSN Registration, continued

0 You must select “CCN” as your Facility Identifier

0 Enter your “CCN” number

(D If you are a certified CMS facility and do not know

your CCN — use this link to find it: —Fadility ldentife:
https://qcor.cms.gov/advanced find provider.jsp? B
. _ OaHA
which=0 o
v’ Select “Tool>basic search” 5CDC Registeaton D
\/ Enter your faCIIIty name *Selected identifier ID:

v The Participation date is the CCN Effective
Date needed for enrollment

*If your Facility Identifier (CCN#) does not validate, you must request a temporary CDC
Registration ID by emailing nhsn@cdc.gov. The temporary enrollment number is only valid for 30
days.*



https://qcor.cms.gov/advanced_find_provider.jsp?which=0

Step 2 — Register Facility with NHSN
Locate CMS Certification Number [CCN]

0 To look up your CMS Certification Number [CCN] please use this link:
https://gcor.cms.gov/advanced find provider.jsp?which=0

o Click “OK”

ilicatic

Welcome to S&RC's Quality, Ce

TERMS AND CONDITIONS

S&C QCOR

o b this metwork, and (3) all

o data

OK Cancel

TERMS AND COMDITIONS: This warning banner provides
. m;‘vz"“zﬂ::":fm:xﬂnm:ﬁ:m': 0 privary. ﬂnd. security notices mnsislpr.ﬂ with ﬂppﬂ(ﬂhh?. dePI'.ﬂl fem, which mcludes (1) thes ster network, (2) &l
. m.m”m“;?’ﬂ:m:ﬂ:ﬂm laws, directives, and o1h|_3r f(_'doral guudanc_e for accessing this
= Purgsnal wse of seaal medis and nefwarang sbe o t Government system, which includes (1) this computer network,
e uﬂmﬂswmvf;fmﬁmﬂ:: (2) all computers connected to this netwark, and (3) all devices | —— Fone, you have o f vy

. mmﬁ:::::;:ﬁ?:‘:&smm and storage media attached to this network or to a computer [iomication or data Erangiting or sored on thy aystem,
11 furvm rund, usdarstanc, ans aczapt: vame berms nc ccmy on this network. This system is provided for

Government-authorized use only. Unauthorized or improper

use of this system is prohibited and may result in disciplinary

action and/or civil and criminal penalties. Personal use of sodial

media and networking sites on this system is limited as to not

interfere with official work duties and is subject to monitaring.

By using this system, you understand and consent to the

following: The Government may monitor, record, and audit

your system usage, including usage of personal devices and

email systems for official duties or to conduct HHS business.

Therefare, you have no reasonable expectation of privacy

regarding any communication or data transiting or stored on

this system. At any time. and for any lawful Government

purpose, the government may monitor, intercept, and search

and seize any communication or data transiting or stored on Cllck "OK"

this system. Any communication or data transiting or stored on

this system may be disclosed or used for any lawful " o r

Government purpose. P

o
’__/_,_m"'
o


https://qcor.cms.gov/advanced_find_provider.jsp?which=0

Step 2 — Register Facility with NHSN
Locate CMS Certification Number [CCN]

2 Click “Basic Search”

S&C QCOR
Help | Resources | FAQs | Sile Map

Welcome to 58C's Quality, Certification and Oversight Reports (QUOR)

What's New on QCOR?

Ag of Februsry 11, 2019, the List of CMS-Approved Organ Transplant Frograms is now availsble on the QUOR web site. The List may be downloaded in Microsoft Excel format here (last updated on 02/20/2020). The link mey slso be
found on the QCOR Rescurces page.

As of August 3, 3017, the Providing Data Quickly (PO Application is now known as the Quality, Certification and Oversight Reperts (QCOR) Applicatizn. QCOR data and reperts are free and apen to the public and user accounts are no
longer required.

The fellowing upgrades | erbancemenes were made to QCOR o June 15, 2017:

Accrediting Organization Performance )
. — * addition of Deemed/Accredited Filters
Accredited Hospitals with Recent Substantial Deficiencies + e ko ey Ay B

ept
* Enhancements tn the ESAD Sanvices Provided Fiker

Aftentson QUOR wsers
I you requre sssstance usng the QUOR acpbcabion, slesse witect the QUOR Helo Desi Fur emal reguests, pleese use goorhelpBaphagov.com. Fur Lelechone requests, please we 1-853-673-73 1.

Providers& Suppliers
Multi-Provider Reports sccessiblity Information, frimcy & Seosity

Ambulatory Surgical Centers (ASCs)

CLIA Laboratories

Community Mental Health Centers ({CMHCs)
Comprehensive Outpatient Rehab Facilitiez (CORFs)
Dialysis Facilities (ESRDs)

Federally Qualified Health Centers (FQHCs)

Home Health Agencies

Hospices

Hospitals

Intermediate: Care Facilities for Individuals with Intellectual Disabilities {(ICFAID)
Nursing Homes

Dutpatient Physical Therapy/ Speech Pathology {OPT)
Portable X-ray Suppliers

Psychiatric Residential Treatment Facilities (PRTFs)
Rural Health Clinics (RHCs)




Step 2 — Register

Facility with NHSN

Locate CMS Certification Number [CCN] continued

0 Enter your Facility Name and Click “Search” Or Advanced Search, Click “Nursing Homes”

Search for a Provider or Supplier

To search for a Provider, enter a CMS Certification Number, select a State, or enter a zip code (full or
You can limit or refine your results, by selecting Begin Year and End Year.
Click on the <Search> button to begin the search.

Enter your Facility name
and Click "Search” OR
Click "Nursing Homes"
below in Advanced
Search A
- -
",

o~
/,-—.«-""'ﬂ’"”‘be'(s)’ such 2s 22377,

J

Provider Name (or partial name): |

| Begin Year: [2020 V|

AND/OR
cms cortfcationamber: | ]
AND/OR
state:
AND/OR
city: ]
AND/OR
ap Code: 1

o)

8

Advanced Search

To perform an advanced search, please select a provider type below:

Ambulatory Surgical Centers (ASCs’

CLIA Laboratories

Community Mental Health Centers (CMHCs)
Comprehensive Qutpatient Rehab Facilities (CORFs'
Dialvsis Facilities (ESRDs

Federally Qualified Health Centers (FOHCs]

Home Health Agencies

Hospices

Hospitals

Intermediate Care Fadlities for Individuals with Intellectual Disabilities (ICF/IID’
Nursing Homes

Outpatient Physical Therapy/Speech Pathology (OF
Partable X-ray Supplier

Psychiatric Residential treatment Facilities (PRTFs
Rural Health Clinics (RHCs’

Enter
Facility
Search for a Nursing Home Provider or Na":_e E“d
Y clic
To search for a Provider, please enter a Provider Name (full or partial name) or a CMS Certification Numbe, "Search”

You can limit or refine your results, by selecting Begin Year and End Year and/or Report Description and off on.

4 zip code (full or partial zip code with * replacing missing number(s), suc

m——

| Begin vear:
End Year:

Provider Name (or partial name): |

OR

OR

Search for: |Active Providers

CMS Certification Number:

State:

OR

(Goooen])
S

[ ]

Zip Code:

T —




Step 2 — Register Facility with NHSN
Locate CMS Certification Number [CCN]

0 Click on your Facility name under
the search criteria (depending on
yourfacility type) Basic Search Results Report

Selection Criteria
Provider Name (or partial name): i :
Year: 2020 ~ 2020

Y o VUSRI W W

Nursing Facility
SNF/NF (Distinct Part)

SNF/NF (Dually Certified)

ﬁ Skilled Nursing Facility



Step 2 — Register Facility with NHSN
Locate CMS Certification Number [CCN]

0 Facility’s CCN and Participation . : -
Date (First date that the facility Provider or Supplier Details

was certified as Medicare _ i
Provider or Supplier Name:

and/or Medicaid) can be CMS Certification Number:

obtained from the details. Srovicer or Supplier Type: )
' Information

Phone Number: listed here
Participation Date:

Region:

NMumber of Certified Beds:

Hospital Based:

Chain Name:

Ownership Type:



Step 2 — Register Facility with NHSN
Complete NHSN Registration, continued

0 Be sure to select the correct Facility Type

(@ (e.g. Nursing homes and/or skilled nursing

facilities will select: LTC-SKILLNURS -
Skilled Nursing Facility

Enter the date
of registering
facility

LTC-ASSIST - Assisted Living Residence

LTC-ICF/IID - Intermediate Care Facilities for Individuals with Intellectual Disabilities

LTC-PSYCH - Psychiatric Residential Treatment Facility

LTC-SKILLNURS - Skilled Nursing Facility

LTC-SVHALF - LTC Assisted Living Facility for State Veteran's Homes
*Fadility Type:|LTC-SVHSNF - LTC Skilled Nursing Facility for State Veteran's Homes

——NHSN Training Date

*| certify thatl have completed all ofthe appropnate, required NHSN

trainings on: 11/01/2021 5]




Step 2 — Register Facility with NHSN
Complete NHSN Registration, continued

0 After clicking “Submit” the
N HS N Regist ration NHSN Home Page > NHSN Reqgistration

Confirmation screen displays. 4back to NHSN Enrollment Requirements
NHSN Registration Confirmation

National Healthcare Safety Network (NHSN)

Thank you, Test Facility, for registering with the NHSN.

0 After registration, you will receive tWo | anemail rom N villbe sentto

nga0@cdc.gov that provides instructions on how

ema | |S . to complete enrollmentin NHSN.
D ”We|C0me to N HSN !” - |mmed|ate|y from Home  A-ZIndex Site Map Policies AboutCDC.gov  Link to Us  All Languages CDC Mcbile  Contact CDC
NHSN Centers for Disease Control and Prevention 1600 Clifton Rd. Atlanta, GA 30333, USA

800-CDC-INFO (800-232-4636) TTY: (888) 232-6348, 24 Hours/Every Day - cddnfo@cdc.gov

Ll “Invitation to Register with SAMS” —
within 24 hours from SAMs-no-reply



‘Welcome to NHSN!”

From: MHSN (CDC) <n hsni@cdc.gove>
Sent: Monday, March 11, 2019 4:24 P

To:
Cc: NHSN (CDC) <nhsni@cdc.gov=
Subject: Welcome to MHSN!

Welcone fo the National Healthcare Sagty Networds ((NHSN)!
You have been added as the type of user mdicated for the folbwing fidlity or Group:
Fadlty or Group Name:
User Type:
In order to participate as an NHSN user, you nmst agree to follow the rules of behavior for
safeguarding the system’s security. Click onthe URL below fo read and ndicate vour

agreement to abide by the nies.
@SDN ENROLLMENT GUIDE URL@

Onee you have agreed fo the Rules of Behavior, vou will need o regster with the Centers for
Disease Control and Prevention’s (CDC) Secures Access Management System (SAMS) and
submit documentation for identity proofing. SAMS & a web portal designed to provide
cenfralized access fo public health mrmation and compufer applications operated by the CDC.

If vou are already an active NHSN user, vou may disregard the instructions i fis email. Login
to the Secre Access Management System (SAMS) and access NHSN Reporiing.

If vou have already completed the SAMS process Br another CDC application but vou have not
previously had access to WHSN, please con@ct nhsn@odc.sov and indicate that vou need the
NHSN Reporting Acthity n SAMS.

For questions regarding NHSN, please email nhsn@ cdc.gov.

Addiional NHSN mformation is also available at http/swww.cde. sov'nhsn




STEP 3a:

Read and Agree to the SAMS Rules of Behavior
to register your facility with SAMS

Register
Facility
(SAMS)




What is SAMS?

1 The Centers for Disease Control and Prevention’s (CDC) Secure Access Management
Services (SAMS) is a federal information technology (IT) system designed to provide
centralized access to public health information and computer applications operated by
the CDC. For the National Healthcare Safety Network (NHSN) Program, SAMS will provide
healthcare facilities and other partners, such as state health departments and QlOs, with
secure and immediate access to the NHSN application.



Step 3a — Register with Secure Access Management Services (SAMS)
Receive Invitation to Register with SAMS email

0 After CDC receives your completed
registration, you will receive an
Invitation to Register with SAMS via
email

Q If you do not receive this email
within 2 calendar days, email
nhsn@cdc.gov

Save this email because it has
information you will need to
register for SAMS

Hello [Applicant Name),

You have been invited to register with the SAMS Public Health Partner Portal. This invitation was
requested for you based on your specific role in public health and will enable you to access the following
CDC computer application(s):

. Healthcare Safety NHSN Reporting

A registration account has already been created for you. A link to this account and a temporary
p 1 are provided below. This i is valid for 30 days.

To register with the SAMS Partner Portal, please click the following link or cut and paste it into your

SAMS Partner Portal Registration b )
rowser:

Registration consists of the following steps:

1. Online Registration
2. Identity Verification (if required for your &
3. Access Approval

When prompted, please enter:

*  Your Email/User Name: test@gmail.com (example email)

Online registration with the SAMS portal takes al ¢ Temporary Password:  1T_xS%9u (example temporary pw)

before you begin: ) X
and click the Login button,
¢ Your home address - This must match th
applicable,
*  Your organization / employer and theira eneryption. If your computer is not configured for TLS, or if you are unsure, please contact your local IT
*  Your telephone number System Administrator for assistance.

Should you have questions about the SAMS Part
our Help Desk for assistance or refer to the SAM!
For more information and assistance, please see the SAMS FAQ located here, or contact the SAMS Help
Thank you, Desk between the hours of 8:00 AM and 6:00 PM EST Monday through Friday (excluding U.5. Federal
holidays) at the following:
The SAMS Team
Toll Free: (877) 681-2901

Email: samshelp@cdc.gov

***Note: This email has been sent from an unmonitored mailbox. DO NOT REPLY TO THIS EMAIL.
Please direct all inquiries to the Help Desk as listed above.



mailto:nhsn@cdc.gov

Q

Step 3a — Register with SAMS

Click Link to SAMS

In the Invitation to Register
email you will receive, click the
link to SAMS or cut and paste
the following link into your

browser:
https://im.cdc.gov/iam/im/SAMS3/ui/ind

ex.jsp?task.tag=SAMSRegistration

Note: The SAMS username
and temporary password will

expire in 30 days

To register with the SAMS Partner Portal, please click the following link or cut and paste it into your
browser:

https://im.cdc.gov/iam/im/SAMS3/uifindex.jsp?task.tag=SAMSRegistration

When prompted, please enter:

*  Your Email/User Name: test@gmail.com (example email) The ema“!username and password is
e Temporary Password:  1T_x5%9u (example temporary pw) needed for online SAMS registration

and click the Login button.

encryption. If your computer is not configured for TLS, or if you are unsure, please contact your local IT
System Administrator for assistance.

For more information and assistance, please see the SAMS FAQ located here, or contact the SAMS Help
Desk between the hours of 8:00 AM and 6:00 PM EST Monday through Friday (excluding U.S. Federal
holidays) at the following:

Toll Free: (877) 681-2901
Email: samshelp@cdc.gov

***Note: This email has been sent from an unmonitored mailbox. DO NOT REPLY TO THIS EMAIL.
Please direct all inquiries to the Help Desk as listed above.


https://sams.cdc.gov/idm/SAMS/ca/index.jsp?task.tag=SAMSRegistration

Step 3a — Register with SAMS
Log-In to SAMS Credentials Using Username and Temporary Password

and Accept SAMS Rules of Behavior

O After clicking on the link to SAMS in the SAMS Credentials
Invitation to Register, you will be guided to
this Log In screen. e

o Enter the user name and temporary password
provided in the email, and click the Login

button SAMS Passwor d
0 After clicking “Login” the SAMS Rules of
Behavior screen displays. Foraot Your Password
H M For External Partners who login
0 Read the SAMS Rules of Behavior and click the e e o oo

Accept button. and Password.




Registration: SAMS Rules of Behavior

CDC SAMS User Rules of Babavier

Overview
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Step 3a —Register with SAMS
Enter Information to Register with SAMS

0 After accepting the SAMS Rules of
Behavior, the SAMS registration
page displays.

O Enter the information in the fields
displayed. Fields marked with an
asterisk are required.

0 Click the Submit button to complete
your registration.

Secure Access Management Services (SAMS)

¥ Welcome Shes Craflo

Vour reguar abon wall D rouled 10 3 SAMS

AR LOEHTI ITSTELE AUTAnT A Pman R

Contem P b wied

e

Registration
Fleate proaoes Top 0B0a0Ng rfoematan 13 reQiier s SalS and e Suterd Reguired Bebas a0 MY ed w3 red Jalents
AT BN ASTIre LY M0 106 BEEIOVE Y 0w il Pt BN @ ROBACABON ahen Cual -cyw&:n A3 Been MO0 Oved g ptu hane mng-m-: 0cess 10 Sams
User D
Fust Hama®
Wode Hame
Last Name*
Suffa
=
Chate”
(H\ﬂ Postel Cote”
H r“‘ Country” Faate peect » Courtry
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Trwmir Py
Adarens Line 7
e e B hora
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State” ot . wd Vion parsesd Sl
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Step 3a — Register with SAMS
Change Your Password

2 You will be required to change your password.

Ensure that you write down the new password because you will need this
password again.

Tou MUST Spedily 3 new DaSSwoid. ToU Dasswond mist

® B seven of Mo chadackess kong

& Contain 3i beast Meea of e iollowing Uppeicase, IOWerCase, NUMENc, and NRument charadier
= ot conkamn your usemama or any pard of your full name

= [Be different than your previous 13 passworda

Pazgwoed" RS Confirm Paseword”




Step 3a — Register with SAMS
Select Security Questions

2 In the Question section, select a
question from the list displayed in
line 1.

O In the Answer section in line 1, type
your answer to the question you
selected. Repeat these steps until all
five questions are answered.

@ The questions you select should
have answers you are able to
remember.

YOUr answers [0 Mé RAcwiNGg QUESTONS Wl D USE 10 venly yOur MEniRy SROuIT you THpel jour passwon

Cuestion
ar
or
ar
ar

o

Harma of tha citytown whare you were bom ¥
Mameé of the city/own whare you were bom
Narmie of the cityfown where you were bom ¥
Name of the cityown whera you wers bom ¥

HName of tha city®town where you were bom

AnEwel

AT

& E & &




Step 3a — Register with SAMS
Receive SAMS Registration Confirmation

Secure Access Management Services (SAMS)

O After clicking the Submit button to complete =
your registration. The Registration
Confirmation message displays.

Registration

2 Click the OK button to acknowledge the
message and receive an additional
display.

D Cl ic k th e Logout I i n k. Id'an‘uty Management User Interface

26 Tesect 3 TA00 O e T

Secure Access Management Services (SAMS) CDC

Welcome a & Logout

Identity Management User Interface

Please select a task from the menu.



STEP 3b:

ldent ity SAMS Identity Verification Process

Proofing
Verification
*If applicable*




Step 3b

O Within 24 hours of completing
SAMS Registration, you will receive
‘Identity Verification Request’
email from SAMS with instructions
for identity verification.

Identity Proofing Verification

Hello (Applicant’s Name),

Thank you for registering with CDC's SAMS. Your registration information has been received. Your next

step is to verify your

tity through a proc identity proofing”.
SAMS supports two options to identity proot. Please review each option below and select what works
best for you.

OPTION 1 - Experian Precise ID Chack (preferred method)

Using a secure interface, you will provide Experian your social security number (55M) and Date-Of-Birth
(DOB). This infarmation is sent directly to Experian and NOT stored by SAMS ar CDC. Experian will
validate this infermation and may ask you a series of questions derived from details contained in your
credit report. This option will not impact your credit score or credit worthiness,

This process takes less than a minute and is the fastest way to complete the SAMS identity proofing

process. If Experian is unable to validate your identity, you can still complete the identity verification
Process g Option 2.

To initiate the Experian Precise ID check select the link below and log into SAMS using the "SAMS
Credentials' eption You will login using your SAMS username (email address) and recently established
password.

tps:/fsams.cde i) fing/idusers/edit/4743

ully i your identity, no action
I that your SAMS

t has be

tivated.
If selecting Option 1, stop reading. You can disregard all additional instructions.

OFTION 2 - D b /

The document su ission/validation pro requires you to collect, copy, and submit required
documentation te CDC for review and validation. Te complete this process please print the ferm
included at the bottom of this email message and follow the instructions provided below. The required
steps are as follows:

1. Complete the Applicant Section in the included form - part of the information has been pre-filled
for you based on the inforn i

ion you supp

d during regis

te photo id y doct ion to a Prnnhng

2. Take the printed form, along with app.

C employee. Have t
3. Acc

verify your identity and camplete the Procfing Agent - Nntﬂry

-ptable forms of identific

the table below:

*You must p one (1) from List A and onae (1) additional unexpired

documant from List B. A copy of each ID must ba in your

List A - Primary Phota ID List B - Secondary ID
Driver's license or 1D card issued by

a state or outlyi of the

us

Driver's licenze or 1D card izsued by a state or outlying
¥ of the US

LS. Passport or LS. Passpor d  U.S. Passport or LS. Passport Card

U.S. Military 1D



Step 3b — Identity Proofing Verification

) Carefully follow the instructions in the Identity Verification Request email
to ensure the enrollment process is not delayed

) SAMS supports two options to identity proof (review each option and
select the option that works best for you):

) Option 1 — Experian Precise ID Check (preferred method)
» New! Fastest way to complete the SAMS identity proofing
) Option 2 — Document Submission/Validation

» Collect, copy, and submit required documentation for review
and validation.



Step 3b — Identity Proofing Verification
Experian Precise ID Check (Preferred Method)

) To initiate the Experian Precise ID
Check:

1 Select the link:
https://sams.cdc.gov/samsidproofin
g/idusers/edit/4743

) Log into SAMS using the 'SAMS
Credentials' option (SAMS
username (email address) and
recently established password)

® This option will not impact your credit score or credit worthiness.

External Partners

SAMS Credentials

SAMS Username

SAMS Password

Forgot Your Password?

For External Partners who login
with only a SAMS issued UserlD

and Password.

45



https://sams.cdc.gov/samsidproofing/idusers/edit/4743

Step 3b — Identity Proofing Verification

First Name Last Name

) On the secured interface, provide phenstamber meladdes
Experian with social security number
(SS N ) a n d D a te _Of_ B i rt h ( D O B ) :::is:n?r:;;::;:i;o;z\::)?:?::::;\:r:’:f(oi::ation. This information will anly be used by Experian ta complete your identity proofing during this

Social Security Number (SSN):

Date of Birth (DOB): MM/DDAYYYY @

If you cannot provide the above information, are uncomfortable providing this information, or if the system is not accepting the values you enter, a
manual identity proofing process is available. Please click here to receive an email with the manual identity proofing instructions.

You understand that by selecting the ‘| AGREE' checkbox immediately following this notice, you are providing ‘written instructions’ to CDC under the
Fair Credit Reporting Act authorizing CDC to obtain information from your personal credit profile or other information from Experian. You authorize
CDC to obtain such information solely to confirm your identity to avoid fraudulent transactions in your name.

=) Oiagre.

You authorize your wireless operator to disclose to us details of your account, subscriber, billing and device, if available, to support verification of
identity, fraud avoidance in support of and for the duration of your business relationship with us. Where applicable, this information may also be
shared by us with other companies to support your transactions and for fraud avoidance purposes. You can see a more detailed list of information
potentially disclosed and how we use your data in our Privacy Policy.

) 0 Agree.

— (=m




Step 3b — Identity Proofing Verification

) After clicking ‘submit’ Experian will validate this information and return five (5)
guestions derived from the applicant’s credit profile that will need to be answered

correctly.

1). Accerding to your credit profile, you may have opened an auto loan in or around March 2018. Please select the lender for this account. If you do not have
such an auto loan, select ‘'NONE OF THE ABOVE/DOES NOT APPLY".

© WELLS FARGO

O CHRYSLER CAPITAL CORP

® 1ST CHOICE CREDIT UNIO

O NISSAN MOTOR ACCEPTANCE

© NONE OF THE ABOVE/DOES NOT APPLY

*Example questions

2). You may have opened an auto loan or auto lease in or around March 2018. Please select the dollar amount range in which your monthly auto loan or
lease payment falls. If you have not had an auto loan or lease with any of these amount ranges now or in the past, please select 'NONE OF THE ABOVE/DOES

NOT APPLY".

O §455 - £554
O $555 - $654
O £655 - §754
O 8755 - $854
O NONE OF THE ABOVE/DOES NOT APPLY



Step 3b — Identity Proofing Verification
Experian Precise ID Check (Preferred Method)

Important Notes:

0 If Experian successfully validates your identity, no further action is required
until you are notified via email that your SAMS account has been activated.

» SAMS Welcome

¥ secure access management services Logout

Hi I

Congratulations, your identity proofing has been successfully completed. No further action is required. You will receive additional instructions in email

once access has been finalized by your Program.
Please click Logout at the top of this screen or close the browser window.

Thanks,
SAMS Team

48



Step 3b — Identity Proofing Verification
Experian Precise ID Check (Preferred Method)

» S-‘[ALM E;,.(- management services
Important Notes:
0 If Experian is unable to validate your
id e ntity yO U Ca n . Unfortunately, we couldn't complete your Identity Proofing at this time. You can try again after a few hours.

D Ret ry the process (u p to 3 timeS) Please click the Logout at the top of the screen or close the browser window.

Thanks,

0 Complete the identity SAMS Team
verification process using
O ptio n 2 . b» f»st'ﬁm §Iﬁfl2{'5$ management services

Unfortunately, we couldn't complete your Identity Proofing at this time. You will receive an email with an alternative Identity Proofing process, please

follow that process.

(D This does NOT indicate an issue with
your credit report or credit worthiness.

Please click the Logout at the top of the screen or close the browser window.

Thanks,
SAMS Team

49




Step 3b — Identity Proofing Verification
Document Submission Validation (second option)

Carefully follow the instructions in the Identity Verification Request email to
ensure the enrollment process is not delayed

1. You will need to print the Identity Verification form, complete it,
and take the completed form to a notary for public endorsement.

2. Two unexpired identity proofing documents are required. Note:
your first and last name and home/mailing address must match on
all of your documents.

3. The e-mail will instruct you to submit the above documents
through a digital upload, fax, or mail. Note: digital upload will offer
the faster turnaround time.



Step 3b — Complete and Submit Identity Proofing Verification
Submit Identity Proofing Documents

Important Notes:

0 You have 60 days from receiving the SAMS confirmation email to complete and
submit the ID verification application.

0 Two un-expired forms of ID must be submitted with the endorsed identity
verification form.

0 Your photo identification must match the home address that reported during
registration.

0 Your first and last name on the identity verification documents must match exactly to
what you reported during registration.

51



Step 3b — Complete and Submit Identity Proofing Verification

P

After submitting Identity Verification documents, it may take up to
weeks to received approval

This would be a good time to complete Module specifictraining.
LTCF training can be accessed on the following web-page:
https://www.cdc.gov/nhsn/training/ltc/index.html

52



https://www.cdc.gov/nhsn/training/ltc/index.html

STEP 4.

SAMS Partner Portal Access

SAMS Access
Authentication




Step 4 — SAMS Access Authentication
Receive SAMS Access Approval

Once your information have been received and approved by SAMS:

» 2 You will receive an email confirming the application/s you can access
through the SAMS Partner Portal account and second factor credential
options.

3 The email will contain web links to the SAMS Partner Portal and
application, along with how to set-up second factor credentials.

® Note: If you do not receive email approval within 3 weeks, contact
samshelp@cdc.qov or toll-free at 877-681-2901 for assistance.



mailto:samshelp@cdc.gov

Step 4 — SAMS Access Authentication

) The NHSN application requires users to be strongly authenticated

O The first option is a soft token that requires the installation of an
Entrust Authenticator application on your phone, tablet, or computer.

2 The second option is a hard token which is a physical Entrust grid card
mailed to your home address.

2 SAMS will communicate this authentication requirement to you in
email along with instructions on how to complete the setup after
account activation.



g;\ ﬂz For Example!
JL

You have been authorized for access to:

* NHSN Reporting

However, security policy for the level of access you've been authorized, requires you also setup a mobile soft token or grid card. These options, also called second factor credentials, will
be used whenever you access SAMS in conjunction with your already established username and password.

To setup your second factor credential, please click the link below. For security, you will be required to login and answer your previously established security
questions. https://sams.cdc.gov/IdentityGuardSelfService/?successLink=https://sams.cdc.gov/&failureLink=https://auth.cdc.gov/errors/globallogout.asp

The two second factor credential options are:

1. Install and setup an Entrust soft token using an 'authenticator' application on your smart phone, tablet, or computer (recommended for immediate access),
2. Theissuance of a physical, card token, Entrust grid card which will be mailed to the home address associated with your SAMS profile.

After your second factor credential is setup (authenticator installed or grid card received via mail) you can reach the activity home page directly by clicking https://care.cdc.gov.
You may also access this activity through the SAMS Partner Portal by clicking here.
To login, click the 'Login' button under the option labeled 'SAMS Multi-Factor Login' and enter:

Your username(enter email address) and the password you chose during registration. Then click the Login button. When prompted, enter the values from the Entrust token
(authenticator or physical grid card) and click login.

If you've forgotten your password, you may reset it by following the ‘Forgot Your Password' link on the SAMS Portal log in page.

***Note: In order to access the SAMS Partner Portal, your browser must be configured to use TLS 1.2 encryption. If your computer is not configured for TLS, or if you are unsure, please
contact your local IT System Administrator for assistance.

Thank you,

The SAMS Team
===



Step 4 — SAMS Access Authentication

External Partners

D Secu re Access Management SAMS Credentials SAMS Multi-factor Login
Services (SAMS) New Interface .

.........

SAMS Usermname

@ Sign on with a SAMS Grid Card
SAMS Password or Mobile Soft Token

Forgot Your Password?
For External Partners who login
For External Partners who have

with only a SAMS issued UserlD been issued a SAMS Mulii-

and Password.
factor token(s).




STEP 5a:

Complete

NHSN LTC Complete NHSN Enroliment
Enroliment




Step 5a — Complete NHSN LTC Enroliment
NHSN LTC Enroliment

1 On the SAMS homepage, under “My Applications” you should see a link to the National
Healthcare Safety Network labeled NHSN Long Term Care Reporting.

) Click on the NHSN LTC Enrollment link to go to the NHSN Enrollment page.

My Applications
NHSN Long Term Care Reporting

» NHSN LTC Reporting
« INHSN LTC Enroliment <



Step 5a — Complete NHSN LTC Enrollment
Enroll your Facility

1 Select “Enroll a Facility”

Please Select Desired Option

2 You will see this pop-up, select “OK”

Gt * -
.ﬂ[}et Adobe Acrobat Reader for PDF files -
This site says...
We recommaend that you print and complete the requined
enroliment

forms prior to attempting to enroll your facility on-kne. Only
completed web enroliment soreend can be submitted: dosng the
browser priod 1o submission will result in the loss of any entered
data. To continue with enroliment. press OIC otherwise, press

— R S




Step 5a — Complete NHSN LTC Enrollment :
NSHN Facility Information Screen

1 Enter required (*) information o -
andatory fields marked with Page1of2
e ] NHSN Facility Information
- Input your CCN/CMS Certification Fuiytane's T
i . Addres Line1‘:. ?auchﬂit:rd::seh;g'll: :la?e th:t Identl‘-}iaer.& .
Number (CMS) and Effective date s, by doss NOT hove that dentter: "
() If you do not know your CCN, use this o - o opicai
link to find it: o ( — - NI
https://gcor.cms.gov/advanced find_pro —
City™: . o
vider.jsp?which=0 o s IR PNot Avpicabe
late” v Object Identifier:
County*:
) Check “not applicable” box next to Zocose
. |
the AHA ID # and the VA Station Code. st e
Note: Facilities within the Department of Veterans .
Affairs (VA) Healthcare System, may have a VA

station code instead of a CCN.


https://qcor.cms.gov/advanced_find_provider.jsp?which=0

Step 5a — Complete NHSN LTC Enrollment:
NHSN Facility Information cont’d

Select most appropriate
Facility Type:

LTC-ASSIST - Assisted Living Residence

LTC-ICF/ID - Intermediate Care Facilities for Individuals with Intellectual Disabilities
LTC-PSYCH - Psychiatric Residential Treatment Facility

LTC-SKILLNURS - Skilled Nursing Facility

LTC-SVHALF - LTC Assisted Living Facility for State Veteran's Homes
LTC-SVHSNF - LTC Skilled Nursing Facility for State Veteran's Homes

Mandatory fields marked with *

NHSN Facility Information - Part 2

Facility Type

4

Select Facility™:

LTC-SKILLNURS - Skilled Nursing Facility u

IHS Facility:
O Yes

@ No
NHSN Components

Select Components*:
¥ Long Term Care Facility

Page 20f 2

NHSN Facility Administrator

First Name*:

Middle Name:

Last Name*:

Title:

I !

n Copy Address from Facility

Address, Line 1*:
|Enler Street Address




Step 5a — Complete NHSN LTC Enroliment:
NHSN Facility Information cont’d

] Select “Yes” or “No” if your o w—
facility is an Indian Health i e
Service (HIS) Facility i o

[L1C-SKILLNURS COV19 - Skilod Nursing Facik

) The LTCF component is e -
automatically checked and ot
cannot be unchecked. B IR o omtocn

Eﬂdﬂruuimi':
] Enter Facility Administrator _—
. . !

designated to report data in o
NHSN i

] Complete the Facility Contact e
Information Form in its entirety and '

click “Continue”
===



Step 5a — Complete NHSN LTC Enroliment:
LTC Contact Person Screen

R — Page30t4
] Each facility must have a listed =S B . i
contact person either the Facility Fist Neme' - pdresslire 1t
Administrator or another user to i femiines
be a back-up R | i
] Enter Contact Person designated ' B |
to report data in NHSN 2o Coter :
*Click the blue folder icon to copy phone § o
previously entered information if e
Contact Person is the same. page
] Complete the Facility Contact -=
Information Form in its entirety —
and click “submit” Page dof4
[ e [ submit |




Step 5a — Complete NHSN LTC Enrollment:
Enrollment Confirmation

) After successfully completing enrollment, the NHSN Facility Administrator and
Component Primary Contact (if different) will receive an NHSN email with instructions
on how to electronically accept the NHSN Agreement to Participate and Consent.

@ The consent form must be accepted by either the NHSN Facility Administer or the
NHSN Primary Contact immediately to expedite access to NHSN for LTC reporting.

NHSN Org ID
Congratulations! The Facility has been Enrolled.

However your facility is not yet activated.

*Please note the tracking The enroliment for facility "JE_COVID-19 LTC LV1_3' with tracking number 20300 has been
number issued after completed. The facility admin and component primary contacts will receive an email with further

e . instructions.
submitting is your NHSN
* You may now exit the application.
Org ID Or click here to enroll another facility.




STEP 5b:

NHSN

Agreement to
Participate &
Consent

Electronically Accept the NHSN Agreement to
Participate and Consent



Step 5b — Electronically Accept the NHSN Agreement to Participate and Consent

1 After receiving the email from NHSN, SAMS Credentials
users will need to log in to T
https://sams.cdc.gov and follow the = ‘
instructions to complete the NHSN SAMS Username
Agreement to Participate and Consent. e

Forgot Your Password?

For External Partners who login
with only a SAMS issued UserlD

and Password.



https://sams.cdc.gov/

Step 5b — Electronically Accept NHSN Agreement to Participate and Consent

) Once you have logged in
successfully you will receive SN
an alert detailing the Prge Lot
requirements for accepting Tocking

Agreement to Participate and Consent

The National Healthcare Safety Network (NHSN), conducted by the Centers for Disease Control and

t h e A g r e e m e n t to Prevention (CDC), collects, analyzes, and reports data submitted by healthcare or residential facilities on

healthcare-associated adverse e\ents adherence to prev enuon practices, and amlnucmhml use and

resistance. Healthcare or poside—s: — L ATETENT

Participate and Consent itaive s o e

disclose data submitted to a "
Inorder to activate this component, the

with the scope of their rep  component's primary contact must accept
orma health departments thatar ~ the Agreement to Participate and Consent

local, or territorial healthy  form. If you are a primary contact for this
data will be used solely fg  COMPonent, please view and accept the

specific data or any regulato

data disclosures to state, I
) You must select “OK” to fdeal . e ok

Purposes of NHSN

re m Ove t h e a I e rt . Tlle'pu:poses of NHSN are to:

Agreement to Participate and Consent form.

=-¢., on their own
rement. CDC will
ents in accordance
, or territorial
wvided the state,
hat stipulates the
porting of facility-
action. These
tent permissible by

Collect data from healthcare facilities in the United States to permit valid estimation of adverse

events among patients or residents and healthcare personnel.

+  Collect data from a sample of healthcare facilities in the United States to permit valid estimation

) Accept the consent form by —— i I T

Long Term Care Facility Facility Administrator

clicking in the box under -
Accept

NQAOECDC.GOV

N

Accept
)




Step 5b — Electronically Accept NHSN Agreement to Participate and Consent

) As the NHSN Primary Contact or Facility Administrator has accepted, an alert will
pop-up confirming this action

J Click “OK”

Page 2 of 3

*  Provide patient-level data and annual facility survey data to CMS that are deemned required data
m CMS rule .makmg and that are used by CMS for its program sdmeustraton, monsiormyg and
evaluation activities, including validation, appeals review, program umpact evaluation, and

Alert data_to CMS
You have completed the NHSN Agreement ™ =™
to Participate and Consent Form for the EN data for
Long Term Care Facility component for the (Al psovention
following facilities: 56233. tent. :m‘
wmveshigaton
mt for
Please click the OK button to continue. reportng
omputer



Congratulations!!

Enrollment is
Complete

You have completed the enroliment.

You can begin reporting!




Important Notes:

Qg

Each facility should designate one person to serve in the role of NHSN Facility
Administrator.

NHSN Facility Administrator is responsible for NHSN enrollment for the LTCF
and coordination of NHSN tasks and users.

To ensure that information sent by email is not blocked by your organization’s
anti-spam program, set-up your computer to allow sams-no-reply@cdc.gov
and nhsn@-cdc.gov to get through.

The same e-mail address must be used throughout the SAMS and NHSN
enrollment process.



Important Notes:

O Ensure that the correct Facility Location Designation is selected:
Ex. LTC SKILLNURS COV19: for skilled nursing facilities and/or nursing homes

O If atemporary ID was used to complete NHSN enrollment, the facility must
remember to enter the facility CCN into NHSN once full enrollment is
complete. Guidance for making edits to facility information, including
updating/changing the CCN, can be found here-
https://www.cdc.gov/nhsn/pdfs/ltc/ccn-guidance-508.pdf

O If you are a certified CMS facility and do not know your CCN — use this link to
find it: https://gcor.cms.gov/advanced find provider.jsp?which=0

[ Contact nhsn@cdc.gov or sams-no-reply@cdc.gov with questions.



https://www.cdc.gov/nhsn/pdfs/ltc/ccn-guidance-508.pdf
https://qcor.cms.gov/advanced_find_provider.jsp?which=0
mailto:nhsn@cdc.gov
mailto:sams-no-reply@cdc.gov

Where Can | Find More Information?

) Toemail questions to the NHSN Helpdesk: nhsn@cdc.gov with LTC in the subject line

d

d

LTCF specific enrollment resources https://www.cdc.gov/nhsn/Itc/enroll.html

LTC Enrollment Guide can be accessed here: (LTC Enrollment Guidance)

If you need assistance with SAMS: samshelp@cdc.gov

SAMS Help Desk: Monday — Friday: 8:00am and 8:00pm (except US Federal Holidays)
Local: (404) 498-6065
Toll Free: (877) 681-2901


mailto:nhsn@cdc.gov
https://www.cdc.gov/nhsn/ltc/enroll.html
https://www.cdc.gov/nhsn/ltc/covid19/enroll.html
mailto:samshelp@cdc.gov

Questions?



Troubleshooting Tips during LTC Enrollment

Common Errors/Question Solution

I am not receiving any communication from NHSN. This may occur if there is a compatibility issue with email or internet settings. You
may need to change your email and internet security settings to receive
communications from NHSN during the enrollment process:

¢+ Change spam-blocker settings to allow all email from:
> nhsn@cdc.gov and SAMS-NO-REPLY @cdc.gov
> Add https://*.cdc.gov and https://*.verisign.com to trusted sites list and
allow pop-ups
+ In Control Panel” menu, select “Internet Options”
» Add trusted sites on the “Security” tab
» Allow pop-ups on the “Privacy” tab

These changes may require assistance from your IT manager or department.

| have registered my facility and did not receive my Accepting the Rules of Behavior triggers the SAMS invite process. If you have
invitation to join SAMS. accepted the Rules of Behavior and have not received a SAMS invite, please contact
the NHSN helpdesk at nhsn@cdc.gov to request one.

SAMS invites are auto-generated from the email address the user enters when
agreeing to the NHSN Rules of Behavior, if the email was entered incorrectly in any
way, the user will not receive the welcome emails.

*User email addresses must be the exact same in SAMS and NHSN.*
eSS eSS




Troubleshooting Tips during LTC Enroliment

Common Errors/Question

Solution

NHSN facility administrator verses a long-term care
facility administrator.

The NHSN facility administrator is the point of contact for NHSN
communication and is responsible for enrollment and set-up for the LTCF.
This representative does not have to be the organization’s facility
administrator or part of the executive leadership. Often, this person oversees
infection prevention program activities, and may be the infection
preventionist, director of nursing, assistant director of nursing, staff educator,
or MDS coordinator. Although only one person in the facility will have the
role of NHSN Facility administrator, the facility should train a second person
as an alternate and assign him/her as a NHSN user with administrative rights.

The NHSN facility administrator resigned before
reassigning the role of NHSN facility administrator, do
I need to re-enroll?

No. If the role of NHSN facility administrator cannot be re-assigned by the
outgoing NHSN facility administrator, the facility must request NHSN to
manually re-assign the role. This request can now be made electronically by
using the link https://www.cdc.gov/nhsn/facadmin/index.html.



https://www.cdc.gov/nhsn/facadmin/index.html

Troubleshooting Tips during LTC Enrollment

Common Errors/Question Solution

I do not have my CCN number. If you need assistance with identifying your CMS Certification Number
[CCN] please use this link:
https://gcor.cms.gov/advanced_find_provider.jsp?which=0

1.  Select “Tool > basic search”
2. Enter your facility name

* The Participation date is the CCN Effective Date needed for enrollment*
My CCN number will not validate. NHSN is not In the unlikely event that NHSN does not accept your AHA ID, CCN,

accepting the CCN entered during enroliment, or VA Station Code, should immediately contact the NHSN help desk

preventing the completion of the enroliment at nhsn@cdc.qov and request a temporary enrollment number. This

Process. number is for enroliment purposes only and will expire in 30 days if
not used.

Note: If a temporary ID was used to complete NHSN enrollment, the
facility must remember to enter the facility CCN into NHSN once full
enrollment is complete. Guidance for making edits to facility
information, including updating/changing the CCN, can be found
here- http://www.cdc.gov/nhsn/pdfs/cms/changing-ccn-within-nhsn.



https://qcor.cms.gov/advanced_find_provider.jsp?which=0

Troubleshooting Tips during LTC Enrollment

Common Errors/Question

Solution

I received a temporary enrollment number. What do | do?

Mandateryfleidsmarkedwih — For each identifier listed below, enter the
NHSN Faclty Informati number/code, or check Not Applicable. If your

Faciity Nase "
Tt faclity

Ao Lina 1
123 Twsl Avw

Address Line
Address, Line 3;
Cily's
Atlarky

Sale™;

GA- Georga

County's

Fulttn

Tptos™

s |-

Main Telephons Mumber':
AT

facility does NOT have that identifier.

AHAID™:
¥ Not Applicable

CMS Certification Number (CCN)"

¥ Not Applicable
CCN Effective Date™:

VA Station Code™:
M Not Applicable

Enrollment Number:*: /’

Object Identifier:

After facility receives their temporary enrollment number, facilities may log-into
NHSN and complete the enrollment process.

1. Log into SAMS

2. Onthe SAMS homepage click NHSN LTC Enrollment Application link
to go to NHSN Enrollment page

3. Click on the Enroll a Facility option

4.  Click “OK”

5. On Facility Contact Form please enter all required data and click the Not
Applicable button for AHA ID, CCN, and VA Station Code.

6. A new box will appear, titled Enrollment Number - Enter the provided
temporary enrollment number

7. Click Continue




Troubleshooting Tips during LTC Enrollment

Common Errors/Question Solution
| accidentally selected the wrong facility type After facility enrollment is complete, facilities may log-into NHSN and make edits to
when | enrolled my facility. facility information, if needed.

To edit Facility Type:

Log into NHSN

On left-side Navigation Bar, select Facility to open selections

Select Facility Info

Under Facility Information, Facilty Type, select the appropriate facility from drop-
down menu

HowDd e

Don’t forget to click Update to save your edits




Troubleshooting Tips during LTC Enroliment

Common Errors/Question Solution

I’m not sure who to contact when | have issues or a Contact SAMS at sams-no-reply@cdc.gov for:
guestion.

* SAMS registration questions

» Check your SAMS specific registration status
* SAMS log in trouble

» Forgot your SAMS log in

* ldentify proofing questions or concerns

» Grid card status

Contact NHSN at nhsn@cdc.gov for:

» NHSN facility enrollment & reporting questions

* SAMS invitation requests

» User additions to an existing NHSN facility account

» Facility enrollment status

» Guidance for changing your email in NHSN or SAMS
* Facility administrator re-assignments

» NHSN application alerts



mailto:sams-no-reply@cdc.gov
mailto:nhsn@cdc.gov

Troubleshooting Tips during LTC Enroliment

Common Errors/Question

Solution

My facility enrolled in NHSN, how can we join a
group ?

Facility »

Leave 1

Nominate

Enter ID and Password for this facility to join a new group

Group Joining Password: I:l

There are approximately 5 steps after logging into to the facility

homepage:

1. From the Facility Home Page, Select Group from the menu tree
on the left side of the screen

2. Select Join from the Group menu

3. ToJoinagroup, Type the Group ID and type the Group
Joining Password

4. Select Join Group

5.  Select Accept




Troubleshooting Tips during LTC Enroliment

Common Errors/Question

Solution

rights?

I am already a member of a group. How can I confer

Facilities enrolled in the COVID-19 Module will get an alert to
accept newly defined rights, if they are already members of a group.

There are 3 steps to confer rights

1. From the Home Page, Click on the Confer Rights Not
Accepted Alert

2. Select the Group (Hyperlink) that has Defined Rights; you will
be shown a screen to Review the Defined Rights Template

3. Select Accept
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